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1 Aim

To build a web proxy capable of accepting HTTP requests, forwarding requests to
remote (origin) servers, and returning response data to a client. The proxy also handles
concurrent requests by forking a process for each new client request.

2 Proxy Description

The proxy server is capable of accepting multiple requests (only GET implemented), it
forwards the requests to remote servers and returns the appropriate response. It has
been implemented in C++. The server closes each client connection after serving each
request, different from a persistent connection. The testing has been performed using
the given test scripts and firefox.

3 Design choices

• I’ve chosen a buffer size of 4096 bytes. The read data is directly passed to the
client, since the number of requests could be very large. Thus, they may cause
memory errors.

• Object oriented design has been used in order to maintain readability and modu-
larity.

• There is a limit to the maximum number of children forked by the server. As
mentioned in the project description, in case there are more number of requests,
we wait for a child to die. We also wait for zombie children to clean up.

• The server only handles GET requests and returns an error in other cases.

4 Testing

I’ve checked the proxy server by using the supplied scripts i.e. proxy tester.py and
proxy tester conc.py . The proxy passes both tests. I’ve also checked visiting some
websites using firefox, the results are shown in later sections. Telnet had also been used
for initial testing.

5 Summary

An HTTP proxy server has been implemented in C++ with support for multiple client
requests. Only GET requests have been handled for now, in case of other requests an
error message is passed.
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6 Screenshots

6.1 IITK

6.2 Rediff
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6.3 Iana

6.4 Blackberry
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7 Source Code

1 #include <c s td io>
2 #include <c s t d l i b>
3 #include <iostream>
4 #include <c s t r i ng>
5 #include <s t r i ng>
6 #include <sstream>
7 #include <vector>
8 #include <algor ithm>
9 #include <fstream>

10
11 #include <pthread . h>
12 #include <sys / types . h>
13 #include <sys / socke t . h>
14 #include <un i s td . h>
15 #include <arpa/ i n e t . h>
16 #include <ne t i n e t / in . h>
17 #include <netdb . h>
18 #include <s i g n a l . h>
19 #include <sys /wait . h>
20 #include < f c n t l . h>
21
22 #include ” proxy parse . h”
23
24 us ing namespace std ;
25
26 #define MAX CLIENTS 100
27 #define MAX CHILD 20
28 #define BUF SIZE 4096
29 #define DEBUGFLAG 0
30
31 typedef struct sockaddr in socketAddr ;
32 typedef struct sockaddr sockAddr ;
33
34 s t r i n g CRLF = ”\ r \n” ;
35
36 // Sa f e l y c l o s e s the socke t with the prov ided socke t Id
37
38 void c l o s eSocke t ( int socke t Id ) {
39 c l o s e ( socke t Id ) ;
40 shutdown ( socket Id , SHUTRDWR) ;
41 }
42
43 c l a s s ProxyServer {
44
45 pub l i c :
46
47 ˜ProxyServer ( ) {
48 i f ( socke t Id >= 0) {
49 c l o s eSocke t ( socke t Id ) ;
50 }
51 i f (DEBUGFLAG) {
52 cout << ”ProxyServer c l o s ed !\n” ;
53 }
54 }
55
56 int s t a r t ( int port Id ) ;
57 void run ( ) ;
58
59 int portNum ;
60 int socke t Id ;
61 int childNum ;
62
63 int sendRequest ( ParsedRequest ∗ reqParse ) ;
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64 s t r i n g readRequest ( int sockId ) ;
65 int handleRequests ( int sockId ) ;
66 void createConnect ionThread ( int sockId ) ;
67 } ;
68
69 // I n i t i a l i z e the proxy se rve r by opening a connect ion on portNum
70 // I t keeps l i s t e n i n g f o r c l i e n t connect ions
71
72 int ProxyServer : : s t a r t ( int port Id ) {
73
74 portNum = −1;
75 socke t Id = −1;
76 childNum = 0 ;
77
78 socketAddr serverAddr ;
79 portNum = port Id ;
80
81 // Socket Id to which we l i s t e n
82 // Upon s u c c e s s f u l completion , socke t ( ) s h a l l re turn a non−nega t i v e

in teger ,
83 // the socke t f i l e d e s c r i p t o r . Otherwise , a va lue o f −1 s h a l l be

returned .
84 socke t Id = socket (AF INET , SOCK STREAM, 0) ;
85
86 i f ( socke t Id < 0) {
87 p r i n t f ( ”Could not r e t r e i v e socket \n” ) ;
88 return −1;
89 }
90
91 // To reuse the same port
92 int reusePort = 1 ;
93 i f ( s e t sockopt ( socket Id , SOL SOCKET, SO REUSEADDR, ( const char∗)&

reusePort , s izeof ( reusePort ) ) < 0) {
94 i f (DEBUGFLAG)
95 cout << ” s t a r t : Could not s e t r euse mode\n” ;
96 return −1;
97 }
98
99 i f (DEBUGFLAG)

100 p r i n t f ( ”Succeeded in Socket r e t r i e v a l \n” ) ;
101
102 serverAddr . s i n addr . s addr = htonl (INADDR ANY) ;
103 serverAddr . s i n f am i l y = AF INET ;
104 serverAddr . s i n p o r t = htons (portNum) ;
105
106 /∗ Bind the address s t r u c t to the socke t ∗/
107 // socke t −> bind −> l i s t e n −> accept −> doS tu f f
108 bind ( socket Id , ( sockAddr ∗) &serverAddr , s izeof ( serverAddr ) ) ;
109
110 // Lis ten with the max number o f connect ions
111 // On success , zero i s re turned . On error , −1 i s re turned
112 i f ( l i s t e n ( socketId , MAX CLIENTS) < 0) {
113 p r i n t f ( ”Could not l i s t e n \n” ) ;
114 return −1;
115 }
116
117 return 0 ;
118 }
119
120 // Run the proxy se rve r . I t accep t s a l l incoming c l i e n t connect ions us ing
121 // an i n f i n i t e loop , upon a connect ion reque s t f o r k s threads to handle

them
122
123 void ProxyServer : : run ( ) {
124
125 while (1 ) {
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126 int sockId = accept ( socket Id , ( sockAddr ∗) NULL, NULL) ;
127 // Message denot ing new connect ion e s t a b l i s h e d
128 i f (DEBUGFLAG)
129 p r i n t f ( ”run : Connection e s t ab l i s h e d with c l i e n t \n” ) ;
130
131 i f ( sockId < 0)
132 p r i n t f ( ”run : No av a i l a b l e s l o t s f o r the c l i e n t \n” ) ;
133
134 // Create another thread
135 createConnect ionThread ( sockId ) ;
136 }
137 }
138
139 // handleRequests : Handles the c l i e n t r e que s t s which performs
140 // a complete proxy t ransac t i on by reading the c l i e n t input , pars ing
141 // i t , then sending i t to the remote se rve r and r e c e i v i n g and forward
142 // to the c l i e n t .
143
144 int ProxyServer : : handleRequests ( int sockId ) {
145
146 // Get the r eque s t from the c l i e n t
147 s t r i n g r eque s t = readRequest ( sockId ) ;
148 i f ( r eque s t == ”” ) {
149 i f (DEBUGFLAG)
150 cout << ”handleRequests : Unable to get r eque s t \n” ;
151 return −1;
152 }
153 s t r i n g re sponse = ”” ;
154
155 ParsedRequest ∗ reqParse = ParsedRequest create ( ) ;
156 // Parsing the r eque s t
157 i f ( ParsedRequest parse ( reqParse , r eque s t . c s t r ( ) , r eque s t . s i z e ( ) ) < 0)

{
158 i f (DEBUGFLAG)
159 cout << ”handleRequests : Pars ing e r r o r : Pars ing f a i l e d f o r c l i e n t

r eque s t \n” ;
160 response = ”HTTP/1 .0 500 I n t e r na l Error ” + CRLF + CRLF;
161 }
162 else {
163 // Parsing s u c c e s s f u l
164 int s e rve rSock Id = sendRequest ( reqParse ) ;
165 i f ( s e rve rSockId < 0) {
166 i f (DEBUGFLAG)
167 cout << ”handleRequests : Server unable to handle r eque s t \n” ;
168 response = ”HTTP/1 .0 500 I n t e r na l Error ” + CRLF + CRLF;
169 }
170 else {
171 char bu f f e r [ BUF SIZE + 1 ] ;
172 int bu f f e r S i z e = BUF SIZE ;
173
174 memset ( bu f f e r , ’ \0 ’ , b u f f e r S i z e ) ;
175 int readNum = 0 ;
176 // Read response
177 while ( ( readNum = read ( serverSockId , bu f f e r , b u f f e r S i z e ) ) > 0) {
178 wr i t e ( sockId , bu f f e r , readNum) ;
179 memset ( bu f f e r , ’ \0 ’ , b u f f e r S i z e ) ;
180 }
181 i f ( readNum < 0) {
182 response = ”HTTP/1 .0 500 I n t e r na l Error ” + CRLF + CRLF;
183 i f (DEBUGFLAG)
184 cout << ”handleRequests : Server c l o s ed \n” ;
185 }
186 c l o s eSocke t ( s e rve rSockId ) ;
187 }
188 }
189
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190 i f ( re sponse . s i z e ( ) > 0) {
191 i f (DEBUGFLAG)
192 cout << ”handleRequests : The response i s ” << re sponse << endl ;
193 i f ( wr i t e ( sockId , r e sponse . c s t r ( ) , r e sponse . s i z e ( ) ) <= 0) {
194 i f (DEBUGFLAG)
195 cout << ”handleRequests : Unable to wr i t e re sponse \n” ;
196 }
197 }
198
199 ParsedRequest destroy ( reqParse ) ;
200
201 return 0 ;
202 }
203
204 // createConnectionThread () c r ea t e s new threads f o r incoming c l i e n t
205 // connect ions . I t a l s o updates the number o f a c t i v e threads .
206 // As de sc r i b ed in the p ro j e c t s p e c i f i c a t i o n , i t f i r s t c l e a r s a l l the
207 // dead ch i l d r en and in case the number o f ch i l d r en are more than the
208 // maximum al lowed number , i t wa i t s f o r the ch i l d r en to d ie .
209
210 void ProxyServer : : createConnect ionThread ( int sockId ) {
211
212 while ( waitp id (−1 , NULL, WNOHANG) > 0) {
213 // Wait f o r a l l dead ch i l d r en
214 childNum−−;
215 }
216
217 i f ( childNum >= MAX CHILD) {
218 // Wait f o r a t l e a s t one c h i l d to d ie
219 // Mentioned in the assignment
220 wait (NULL) ;
221 childNum−−;
222 }
223
224 i f ( f o rk ( ) == 0) {
225 c l o s e ( socke t Id ) ;
226 handleRequests ( sockId ) ;
227 c l o s eSocke t ( sockId ) ;
228 e x i t (0 ) ;
229 }
230 else {
231 // Update the c h i l d count
232 childNum++;
233 c l o s e ( sockId ) ;
234 // Since we have opened i t f o r t h i s connection , c l o s e i t now
235 }
236 }
237
238 // readRequest : The func t i on reads the r eque s t from the prov ided
239 // socke t and re turns i t . In case o f an error , an empty s t r i n g i s re turned
240
241 s t r i n g ProxyServer : : readRequest ( int sockId ) {
242
243 char getMsg [ BUF SIZE + 1 ] ;
244 int bu f f e r S i z e = BUF SIZE ;
245
246 s t r i n g reqMsg = ”” ;
247 memset ( getMsg , ’ \0 ’ , b u f f e r S i z e ) ;
248
249 int numRead = 0 ;
250 while ( ( numRead = read ( sockId , getMsg , b u f f e r S i z e ) ) > 0) {
251
252 i f (numRead <= 0) {
253 return ”” ;
254 }
255
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256 reqMsg += s t r i n g ( getMsg ) ;
257 getMsg [ numRead ] = ’ \0 ’ ;
258 i f (DEBUGFLAG) {
259 p r i n t f ( ” C l i en t read ing %d\n” , numRead) ;
260 p r i n t f ( ”%s ” , getMsg ) ;
261 }
262 // i f ( reqMsg . f i nd (”\ r\n\ r\n”) != s t r i n g : : npos )
263 // break ;
264 i f ( reqMsg . f i nd (CRLF + CRLF) != s t r i n g : : npos )
265 break ;
266 memset ( getMsg , ’ \0 ’ , b u f f e r S i z e ) ;
267 }
268
269 i f (DEBUGFLAG) {
270 cout << ”The reque s t i s \n” ;
271 cout << reqMsg << endl ;
272 }
273
274 return reqMsg ;
275 }
276
277 // sendRequest : I t t a ke s the parsed c l i e n t reques t , modi f i e s i t and sends
278 // i t to the se rve r . I t re turns the socke t id f o r the remote server , which
279 // we then use to ge t the response . In case o f a f a i l e d attempt i t re turns
280 // −1
281
282 int ProxyServer : : sendRequest ( ParsedRequest ∗ reqParse ) {
283
284 s t r i n g serverRequest = ”” ;
285 // Firs t , c r ea t e the r eque s t to send to the se rve r
286 serverRequest += s t r i n g ( reqParse−>method ) + ” ” + s t r i n g ( reqParse−>

path ) + \
287 ” HTTP/1 .0 ” + CRLF;
288
289 i f (DEBUGFLAG) {
290 cout << ” sendRequest : The reque s t c r ea ted i s ” << se rverRequest <<

endl ;
291 }
292
293 ParsedHeader set ( reqParse , ”Connection” , ” c l o s e ” ) ;
294 ParsedHeader set ( reqParse , ”Host” , reqParse−>host ) ;
295 // Set connect ion and hos t headers
296
297 // Read headers
298 int headSize = ParsedHeader headersLen ( reqParse ) ;
299 char∗ headBuffer = (char∗) mal loc ( ( headSize + 10) ∗ s izeof (char ) ) ;
300 i f ( headBuffer == NULL) {
301 cout << ” sendRequest : Could not a l l o c a t e enough bu f f e r space \n” ;
302 return −1;
303 }
304 else {
305 i f (DEBUGFLAG)
306 cout << ” sendRequest : Now genera t ing the s e r v e r r eque s t \n” ;
307 }
308
309 // Get the parsedRequest and crea t e the se rve r r eque s t
310 ParsedRequest unparse headers ( reqParse , headBuffer , headSize ) ;
311 headBuf fer [ headSize ] = ’ \0 ’ ;
312 serverRequest += headBuffer ;
313 i f (DEBUGFLAG) {
314 cout << ” sendRequest : The s e r v e r r eque s t c r ea ted i s ” << se rverRequest

<< endl ;
315 }
316 // Free the space a l l o c a t e d f o r the headers
317 f r e e ( headBuffer ) ;
318
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319 s t r i n g reqPort = ”80” ;
320 // Defau l t por t o f 80 in case por t i s not s p e c i f i e d
321 i f ( reqParse−>port != NULL) {
322 reqPort = reqParse−>port ;
323 }
324
325 // Find address o f g iven se rve r
326
327 addr in fo h in t s ;
328 // The h in t s argument po in t s to an addr in fo s t r u c t u r e t ha t s p e c i f i e s
329 // c r i t e r i a f o r s e l e c t i n g the socke t address s t r u c t u r e s re turned in the
330 // l i s t po inted to by res . I f h i n t s i s not NULL i t po in t s to an
331 // addr in fo s t r u c t u r e whose a i f ami l y , a i sock t ype , and a i p r o t o c o l
332 // s p e c i f y c r i t e r i a t ha t l im i t the s e t o f socke t addresses returned by
333 // ge taddr in f o ()
334
335 memset(&hints , 0 , s izeof ( h in t s ) ) ;
336 h in t s . a i f am i l y = AF UNSPEC;
337 h in t s . a i s o ck type = SOCK STREAM;
338 int returnVal ;
339
340 // Given node and serv i ce , which i d e n t i f y an In t e rne t hos t and a
341 // serv i ce , g e t addr in f o () re turns one or more addr in fo s t ruc tu re s , each
342 // o f which conta ins an In t e rne t address t ha t can be s p e c i f i e d in a c a l l
343 // to bind (2) or connect (2) .
344
345 addr in fo ∗ s e r v e rL i s t ;
346 // Represents a l i n k ed l i s t contain a l l
347
348 i f ( ( returnVal = ge taddr in f o ( reqParse−>host , reqPort . c s t r ( ) , &hints , &

s e r v e rL i s t ) ) < 0) {
349 i f (DEBUGFLAG)
350 cout << ” sendRequest : Unable to get the address s t r u c t u r e s \n” ;
351 return −1;
352 }
353
354 // Loop over a l l the r e s u l t s from ge tadd in fo and t ry to connect to them
355 // Referred from h t t p ://man7 . org/ l i nux /man−pages /man3/ ge taddr in f o . 3 . html
356
357 addr in fo ∗ rp = s e r v e rL i s t ;
358 int se rSockId = −1;
359
360 for ( rp = s e r v e rL i s t ; rp != NULL; rp = rp−>a i n ex t ) {
361 // cout << ”H” << f l u s h ;
362 i f ( ( se rSockId = socket ( rp−>a i f am i l y , rp−>a i socktype , rp−>

a i p r o t o c o l ) ) < 0)
363 continue ;
364 i f ( connect ( serSockId , rp−>a i addr , rp−>a i add r l en ) < 0)
365 continue ;
366 break ;
367 }
368
369 f r e e add r i n f o ( s e r v e rL i s t ) ;
370
371 i f ( rp == NULL) {
372 // Always unsucces s fu l , thus c l o s e the connect ion
373 c l o s eSocke t ( se rSockId ) ;
374 i f (DEBUGFLAG)
375 cout << ” sendRequest : Unable to reques ted s e r v e r \n” ;
376 return −1;
377 }
378
379 // Send reque s t to s e rve r to check whether
380 i f ( wr i t e ( serSockId , se rverRequest . c s t r ( ) , s e rverRequest . s i z e ( ) ) <= 0)

{
381 return −1;
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382 }
383
384 return se rSockId ;
385 }
386
387 int main ( int argc , char ∗ argv [ ] ) {
388
389 i f ( argc < 2) {
390 cout << ” I n s u f f i c i e n t number o f command l i n e arguments\n” ;
391 cout << ”Enter port number too !\n” ;
392 return −1;
393 }
394
395 int portNum = ato i ( argv [ 1 ] ) ;
396
397 ProxyServer proxy ;
398 i f ( proxy . s t a r t (portNum) < 0) {
399 cout << ”main : Unable to s t a r t Proxy s e r v e r \n” ;
400 return −1;
401 }
402
403 // Run the Proxy se rve r
404 proxy . run ( ) ;
405
406 i f (DEBUGFLAG)
407 cout << ”Proxy s e r v e r c l o s ed !\n” ;
408
409 return 0 ;
410 }
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